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Welcome to Product Security Hub!

Please follow the instructions below for creating a new account on Product Security Hub
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Step 1 — Access Product Security Hub

e Access Product Security Hub @ https://app.productsecurityhub.com/
e You will be presented with the following screen:

srosue cecurmy e o oy
Sign in Sign in
Sign in with your email address Sign in with your email address

tmai Address | Emnail Addre }

Password

Forgot your password?

T

Don't hawe an account?

Don't have an account? Sign up now

e Click the “Sign up now” link at the bottom of this screen.
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Step 2 — Add Email Address and Confirm

e The User Details screen below will appear.

e Enter your email address in the “Email Address” box and click “Send verification code”. This
email address will be used as your account identifier to login to PSH.

e A verification code will be sent to the email address you registered

¢ Cancel y £ Cancel ;/:

~ product security hub
product security hub medicol device cybersecurly workpioce
medical device cyberecuely widkplace

User Details User Details

Werification code has been sent to your inbox. Please copy it
to the input box below.

‘ Email Address

‘ I - ot ook.com

Send verification code | }»’e\ ification Code
NEI““I Pass.v“lurd '

Confirm New Password *

New Password

Display Name Confirm New Password

Display Name ‘

e In the Verification Code box, enter the verification code that was sent to your email address. The
code may take several minutes to arrive.
e C(Click the “Verify Code” button.

Product Security Hub, LLC ©2023 Page 3 of 11



= product security hub

medical device cybersecurity workplace

Step 3 — Create a Password

e After entering the correct Verification Code, you'll be presented with a confirmation, “E-mail
address verified. You can now continue.”
e C(Create a strong password and enter it in the “New Password” and “Confirm New Password”

fields.
e Optionally, create a display name for your account for use within PSH, using the “Display Name”
field.
< Cancel y
proguct security hub
User Details
E-mail address verified. You can now continue,

Change e-mail

e Click the “Create” button
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Step 4 — Setup 2-factor Authentication

e The use of PSH requires 2 factor authentication via SMS text messaging. Setup your 2 factor
authentication by entering your phone number in the “Phone Number” box.

e Your account will be tied to this phone number for future 2 factor authentication requests,
hence ensure the phone number you choose here is valid and correct.

e Click the “Send Code” button

Cancel —
} Cancel

product security hub >

rmedical device cybersecurity workploce |:|l'Dl:|l...IC|‘ 59{:'—'"“‘:‘ I"IL.ID

medicol device cybenecurily workpioce

Multi-factor tif
authentication Multi-factor

Enter a number below that we can send a code via SMS to a u t h e nt I Cat I 0 n

authenticate you.
Enter a number below that we can send a code via SMS to
authenticate you.

Country Code

-1 -

Enter your verification code below, or send a new code

‘ United States (+1) v

Phone Number

‘ Phone number ‘

e After the code is received, enter the code on the following screen:
e Click “Verify Code”

e This completes the Microsoft B2C account registration process. You will be redirected to Product
Security Hub user registration process to provide basic information for setting up your profile.
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Step 5 — Add Your Name to PSH

e On the following screen, enter your First Name and Last Name:

"= product security hub

medicel device cybersecurity workplace

New User

Enter your first and last name.

First Name Last Name

e Click the “Save” button.
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Step 6 — Add Your Company Information

e You will be presented with the Company Settings screen below. Please add your information for
all fields on this screen.

Company Settings

Enter or edit your company demographic information

Company Name

QOrganization Market Cap

() Lorge-Cap 1$10-5200 Biizn () whe-Cap 152-810 Billon) () 5mol-Cap (5250 Millon-$2 Bilicnl () whero-Cap llesz than $250 Milonl

Number of Employees

Q) e anso O 511000 O 1013000 ) sreotertran 000

Did your organization or division explicity use the Joint Security Plan (JSP) to guide its product security program?

O O

Has your organization or division completed a security maturity assessment prior to this survey?

[ es. owiase same [ ves. Bsmma [ es. Joint Securty Pran (51

[] tes. # custom assessment developed by your orignaizotion [ tes. other

he MDIC Industry Benchmarking Effort Iz':u\ug‘i
de public as pa

maries of the overall findings will be made p
saving this page and proceeding to the Annual Survey associated with this benchmarking effort, you are indicating your willingness to voluntarily take part in this effort

le information provided by survey respondents will be kept confidential, withheld from eny regulatory authority or governing bodies, and not shared outside of Product Security Hub, LLC, Apraciti, LLE or MDIC. Only non-identifioble,
verarching benchmark study

e Click the “Save” button.
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Step 7 — Read & Accept the Terms and Conditions

e You will be presented with the “Product Security Hub, LLC Terms and Conditions” screen below.

e Please read the terms and conditions.
e At the bottom of this screen is a checkbox confirm your acceptance of the terms & conditions.
You must check this box to proceed.

Product Security Hub, LLC Terms and Conditions

updated on July 19, 2023

These terms and conditions (“Terms and Conditions™ or “Terms”) wi

stitute a binding agr

Thank you for s g Product Security Hub, LLC (Product Security Hub) for your cy

jree to these Terms, you may

& Terms electronically (e.g.. clicking *I

Interpretation

The words of which the initial letter is capitalized have meanings defined under the following conditions. The following definitions shall have the same meaning regardiess of whether they appear in singular or in plural

Dispute Resolution

If You have any concern or dispute about the Service, You agree to first try to resolve th

dispute informally by contacting Company.

For European Union (EU)_Users

from any mandatory provisi

f the law of the country in which you are resident in

sident. You w

If You

United States Legal Compliance

d in a country that is

European Union

overnment as a “terrorist supporting” country, and (ii) You are not

ct to the United States government embargo, or that has been designated by the Unite

You rej hat (i) You are not locat

listed on any United Stat of prohibited or restricted par

Severability

if any provi rms is held to be unenforceable o invalid, such provision will be changed and interpreted to accomplish the objectives of such provision to the greatest extent possible under applicable law and the remaining provisions

. Te

will continue in full force and effect

Waiver

Except as pro aright or to require performance of an obligation under these Terms shall not affect a party’s ability to exercise such right or require such performance at any time thereafter nor shall the waiver of a

ed herein, the failure to exerc

waiver of any subs reach.

breach const

Changes to These Terms and Conditions

We reserve the right, at Our sole discretion, to modify or replace these Terms at any time. If a revision is material, We will make reasonable efforts to provide at least thirty (30) days' notice prior to any new terms taking effect. What constitutes a

quent

nined at Our sole discretion

material change will be dete

Vebsite, the Software and the Service

By continuing to access or use Our Service after those revisions become effective, You agree to be bound by the revised terms. If You do not agree to the new terms, in whole or in part, please stop using t
If you have any questions about these Terms and Conditions, You can contact us:

o By visiting this page on our website: hitt ww.productsecurityt

By sending us an email
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Step 8 — Annual Survey

Congratulations! You now have access to Product Security Hub!

e You will be automatically redirected to the Annual Survey.

e The Annual Survey will save progress along the way, so you do not have to complete the Annual
Survey all at once.

e Once you have completed and submitted your Annual Survey, you can no longer edit it; however,
you can see your benchmark score and print the report from “My Maturity Dashboard”.

e  While in the Annual Survey, you can access the Maturity Dashboard by clicking on
“<ProdSecMaturity” in the upper left corner or “My Maturity Dashboard” in the upper right
cornetr.

+a product s.:?l:url‘hg hub My Maturity Dashboard
medical device cybe ace

ProdSecMaturity

Assessment Type:  HSCC 2019 JSP»
Hi please use the guide below to rate yourself on each assessment question. The rating guide will help you determine high-level maturity. The form will auto-save, so you can pick

up where you lett oft.

(i) Read More about the MDIC & Apraciti, LLC Industry Benchmarking Initiative v
Topics Assessment Progress:
ORGANIZATION %

ORGANIZATION » STRUCTURE

STRUCTURE %

Is a formal Product Security Program in place (e.g. structure, framework, product inventory, processes, metrics, etc.) and @
aligned with an industry standard such as the NIST Cybersecurity Framework or HSCC Joint Security Plan?

RISK MAMAGEMENT - ISP, lines 237 - 356:fines 326 - 338]

) Notormal or documented program isin place

and socialized throughaut the organization

DESIGN CONTROL %

Performance improvement plans have been developed to optimize the progrom
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Step 9 — My Maturity Dashboard
e You can access and edit your unfinished Annual Survey by clicking on the edit icon next to the
Company Name.
e Once you have submitted your Annual Survey, you can no longer edit it; however, you can print
the report by clicking on the download icon next to the Company Name.

»s product s-.s-curi‘?g hub 3.5ty Maturty Dashboord

ProdSecMaturity

Hi welcome to Product Security Maturity, where you can execute a variety of maturity assessments on your product security program
[ (i) Read More about the MDIC & Apraciti, LLC Industry Benchmarking Initiative v ]
~ From this dashboard you can edit your MDIC Industry Bench g Assessment or print a report. Once the assessment has been submitted, it is locked an
h To access additional assess and capabilities, contact st productsecurityhub.com to learn more about our subscription service and the benefits tc

A HSCC 2019 Joint Security Plan (C y for Industry king) 0% o

Company Name
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Step 10 — Existing User Login (continue or edit an unfinished survey)
e If you are an existing users and are logging back into Product Security Hub to update your Annual
Survey, click on “MDIC Industry Benchmarking” and directly access the Annual Survey or click on
“ProdSecMaturity” to access “My Maturity Dashboard” and edit the Annual Survey from there.

+s product security hub

From program to product,
we have you covered.

. welcome to Product Security Hub, where you can find a variety
of tools to help you on your product security journey.

Y

MDIC Industry Benchmarking ProdSecMaturity ProdSecDesigner ProdSecAssessor

Perform essments on Learn more about our Subscription Service. Coming Soon!

If your access involves the Product Security Hub Designer module or additional Maturity module surveys,
and you do not currently have access, please contact us at info@productsecurityhub.com.
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